USER GUIDE — BYOD Wireless Network Certificate InstallationV1.5

St Thomas More High School

BYOD Wireless Network

Certificate Installation

To configure uninterrupted access to a schools BYOD wireless network, two security certificates
must be installed first. This document explains how to do this on various operating systems and
devices.

Page 2: Microsoft Edge / Chrome (Windows 10/ 11)
Page 3: Firefox (Windows 7 /8 /8.1 /10 / OS X)
Page 4: Chromebook

Page 5: i0OS (iPhone / iPad / iPod Touch)

Page 6: Android

Page 7: OS X

1| Page



USER GUIDE — BYOD Wireless Network Certificate InstallationV1.5

Microsoft Edge / Chrome (Windows 10 / 11)

Open Microsoft Edge/Chrome and navigate to:
https://www.st-thomasmore.southend.sch.uk/uploads/documents/certificates/ca-cert.crt

1. Click the ca-cert.crt file

2. Click Open

3. Click Install
Certificate

Downloads B e

Open File - Security Waming
Do you want to open this file?

Name:

a Publisher:

Ci\Users\ \Downloads\ca-cert.crt
Unknown Publisher

Security Certificate
C\Users\

Fpe:

From: ‘\Downloads\ca-cert.crt

Cancel

Open

[ Always ask before opening this file

While files from the Intemet can be useful, this file type can potentially
harm your computer. If you do not trust the source, do not open this
software. What's the risk?

# Certificate X

General Detais Certification Path

) (Certificate Information

This certficate is intended for the following purpose{s):
+ Proves your identity to a remote computer "
« Ensures the identity of a remote computer
 Ensures software came from softere pubisher
* Protects software from alteration after publication
« Allows data to be signed ith the current tine
« Alissuance polies v

Tssued to: smoothwall.st-thomasmore southend.sch.uk

TIssued by: smoothwall st-thomasmore southend.sch.uk

Valid from 05/04/2022 to 05/04/2024

InstallCertificate... | | Issuer Statement

4. Click Local Machine
5. Click Next

Click Place all certificates
in the following store
Click Browse

Click Trusted Root
Certification
Authorities

9. Click OK

X x .
Select Certificate Store X
&# Certificate Import Wizard 4 4 Certificate Import Wizard
Select the certificate store you want to use,
Welcome to the Certificate Import Wizard Certificate Store
Certificate stores are system areas where certificates are kept.
~| Personal ~
This wizard helps you copy certificates, certficate trustlists, and certificate revocation "
fats rom your diktoa certfiate store. Windons can automsticaly selecta erficate store, or you can specify  location for sted Root Certification Autharities
the certificate. = N
_| Enterprise Trust
Acarticate, which isssued by  ertfication authority, s a confimation of your dentity Automatcaly sefect the certifcate store based on th f eertificate . ) _— )
and contans information Used t protect data or o estabish secure netuork O Automaticaly sctte aruficate storebased o the 5 o cerifica Intermediate Certification Authorities
connections, A certificate store is the system area where certificates are kept. (®)Place al certificates in the folowing stere. .
Trusted Publishers
Certificate store: - v
Store Location [ lintrietad Cartifirates
Browse...
O current ser < 3
® Local Machine
] show physical stores
To continue, dick Next.
cance
[t ] | Cone
Next Cancel
€ L¥ Centificate Import Wizard
€ & Certificate Import Wizard
Certificate Store Completing the Certificate Import Wizard
Certificate stores are system areas where certificates are kept.
The certficate wil be imported after you cick Finish.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
You have specified the folowing settings:
(O Automatically select the certificate store based on the type of certificate
Certificate Store Selected by User Trusted Root Certification Autharities
@ Place al certificates in the folowing store: Content Certificate
Certificate store:
‘ Trusted Root Certfication Authorites Browse.
Next Cancel
Cancel
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Firefox (Windows 7 /8 /8.1 /10 / Mac OS X)

Open Firefox and navigate to

https://www.st-thomasmore.southend.sch.uk/uploads/documents/certificates/ca-cert.crt

1. Once downloaded,
Click on Settings

2. Click on Privacy &
Security

3. Scroll down to Certificates
4. Click View Certificates

v & =
Sync and save data SignIn
New tab CuleT
New window N
Mew private window Ctrl+Shift+P
Bookmarks >
History >
Downloads Ctrle
Passwords
Add-ons and themes CtrlsShiftsA
Print... CtrlsP
Save page as.. Ctiles

Cul+F
Zoom - 0% +
Settings
More tools >
Help >
Exit Ctrl+Shift+Q

E§3 General
@ Home
o\ Search

& Privacy & Security
Q Sync

m More from Mozilla

Certificates
Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Security Devices...

5. Click Import

6. Click the ca-cert

7. Click Trust this CA to identify

Certificate Manager

Your Certficates Authentication Decisions people Servers

You have certicates on file that identify these certicate authorities
Certificate Name Security Device

v AC Camerfirma SA.

Chambers of Comme Builtin Object Token

Giobal Chambersign Builtin Object Token

v AC Camerfirma SA CIF A

Camerfirma Chambers of Commerce Root Buittin Object Token

Camerfirma Global Chambersign Root  Builin Object Token

import..

file websites
8. Click OK
Downloading Certificate x

Flerame Centateries

You have been asked to trust a new Certificate Autharity (CA).

Do you want to trust " thend.sch.uk" for the following purposes?

Tru;t this CA to identify web sites.

[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Cancel

* Firefox 99.0 pictured
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Chromebook

Open Chrome and navigate to

https://www.st-thomasmore.southend.sch.uk/uploads/documents/certificates/ca-cert.crt

1. Open Chrome, and in the address bar enter
chrome://settings/certificates

2. Select the Authorities tab, and then select Import

/ £ Settings - Certificatemz X |

< C || ® chrome:/settings/certificates .

Certificate manager
Your Certificates  Servers | Authorities | Others
You have certificates on file that identify these certificate authorities:
=7 AC Camerfirma SA.
Chambers of Commerce Root - 2008
Global Chambersign Root - 2008
=y AC Camerfirma SA CIF AB2743287
Chambers of Commerce Root
Global Chambersign Root
Eacey
ACCVRAIZY
(£ Actalis S.p.A /03358520967
Actalis Authentication Root CA

Import.

Done
3. Browse to where you extracted the certificate 4. Ensure Trust this certificate for identifying
files and select the file named ca-cert.crt, then websites is checked, and then select OK
select OPEN.
E— e Certificate authority *
| Name —
| 5 . " Do you want to trust "smoothwall st-thomasmore.southend.sch.uk”

as a Certification Authority?
Edit trust settings:

[wf] Trust this certificate for identifying websites.
Trust this certificate for identifying email users.

Trust this certificate for identifying softwane makers.

Cancel
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iOS (iPhone / iPad / iPod Touch)

Open Safari and navigate to

https://www.st-thomasmore.southend.sch.uk/uploads/documents/certificates/ca-cert.crt

want to allow this?

Ignore  Allow

1. Tap Allow 2. Go to Settings 4, Tap Install
3. Tap Profile
Downloaded
This website is trying to download
a configuration profile. Do you Settings Cancel Install Profile Install

Q Search

Apple ID, iCloud, Media
& Purchases

Profile Downloaded

smoothwall.st-thomasmor...

Signed by smoothwall.st-
thomasmore.southend.sch.uk
Not Verified

Contains Certificate

Enter your passcode

g O 0 O O O

Enter Passcode Cancel

Airplane Mode More Details
B wiFi STM BYOD
5. Enter your Passcode 6. Tap Install 7. Tap Done
Cancel Warning Install .
Profile Installed Done

UNMANAGED ROOT CERTIFICATE

Installing the certificate
“smoothwall.st-
thomasmore.southend.sch.uk” will
add it to the list of trusted certificates
on your iPhone. This certificate will
not be trusted for websites until you
enable it in Certificate Trust Settings.

UNVERIFIED PROFILE

The authenticity of “smoothwall.st-
thomasmore.southend.sch.uk” cannot
be verified.

@ smoothwall.st-thomasmor...

Signed by smoothwall.st-
thomasmore.southend.sch.uk
Verified v/

Contains Certificate

More Details

*10S 15.3.1 pictured
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Android

Open Chrome and navigate to
https://www.st-thomasmore.southend.sch.uk/uploads/documents/certificates/ca-cert.crt

1. Search Certificates in

3. Tap Install network

4. Tap your Download

) urity settings
User certificates

View security certificates

Install network certificates

Install network certificates

your Settings certificates folder
2. Tap Install Network
Certificates
Search Network settings Select item Q =
Internal storage ) @ On e
< certificates X I Name
Wi-Fi control history
Results (3) View apps that h turned Download
0 Biometrics and security

5. Select ca-cert.crt

7. Give the certifcate a name

Done

6. Tap Done Eg: STM
8. Tap OK
< Selectitem Q. =
Name this certificate
1= pate |
Certificate name
O

ST™|

Cancel 0K
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0s X

Ope

n Safari and navigate to

https://www.st-thomasmore.southend.sch.uk/uploads/documents/certificates/ca-cert.crt

R .
1. Click Allow 2. Open Keychain Access
3. Select System then click Add
Add Certificates
e Do you want to add the certificate(s) from the file “ca-cert.crt”
Do you want to allow downloads on “www.st- et | 4o a keychain?
thomasmore.southend.sch.uk"? S = : ;
New root certificates should be added to the login keychain for the
. . . . current user, or to the System keychain if they are to be shared by all
You cgn change which websites can download files in ool rachine
Websites Preferences.
Cancel  Allow togin
Local Items
Keychai
View Certificates Cancel m
4. Navigate to System 6. Expand Trust
5. Open
Smoothwall.st-
thomasmore.southend.sch.uk
certificate
Y - e e smoothwall.st-thomasmore.southend.sch.uk
Eu uthend.sch.uk
u login st | oot carsicate authority ’ smoothwall.st-th hend.sch.uk
W Localltems (| Exees: riay, 5 Apri 202 a1 08 5453 witish Summer Time Certfficte s 3
§ System ° weal ot the ro 4. 0ch k" coetiticate ts ot truste Root certificate authority
O System Roots - Expires: Friday, 5 April 2024 at 08:59:53 British Summer Time
Name King. Date Modified Expires Keychain © “smoothwall.st-thomasmore.southend.sch.uk” certificate is not trusted
[ Adcigy inc MW Autharity Cort  cartficato 16480203001 021633  System > Trust
5] AdSGyVDM identity certifcate 70n 202231030913 System
| AddigyMDM identity private key - System ¥ Details
(5 com.appie kerberos kdc centiticate 2130020391 15:57:20  System .
| com.apple kerberos kde public kay - System Subject Name
B -oomt sppe kertitim o i = = Sptem Common Name smoothwall.st-thomasmore.southend.sch.uk
[ com.applesystemdefaut certificate 213002050 8115:6798  System
| com.apple.systemaetau public key = System Organisation St Thomas More High School
s § comapple ystemsetaut privete hey R System Locality Westcliff
A Al tems System Country or Region GB
L., Passwords
Secure Notes.
[ My Certificates Issuer Name
l‘: ::hcnln Common Name smoothwall.st-thomasmore.southend.sch.uk
Organisation St Thomas More High School
Locality Westcliff
Country or Region GB
Serial Number 1649231993039948
7. Select Always Trust from the top drop
down menu
8. Click Close
LK J smoothwall.st-thomasmore.southend.sch.uk
= hwall.st-th .southend.sch.uk
5 ,”WM/' Root certificate authority
L Expires: Friday, 5 April 2024 at 08:59:53 British Summer Time
@ “smoothwall.st-thomasmore.southend.sch.uk” certificate is not trusted
v Trust
When using this certificate: =~ Always Trust iy ?
Secure Sockets Layer (SSL)  Always Trust
Secure Mail (S/MIME)  Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust
Code Signing  Always Trust
Time Stamping  Always Trust
X.509 Basic Policy Always Trust B
¥ Details
Subject Name
Common Name smoothwall.st-thomasmore.southend.sch.uk
Organisation St Thomas More High School
Locality Westcliff
Panntru ar Danian AR
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