USER GUIDE — BYOD Wireless Network Certificate Installation V1.3

St Thomas More High School
BYOD Wireless Network
Certificate Installation

To configure uninterrupted access to a schools BYOD wireless network, two security certificates
must be installed first. This document explains how to do this on various operating systems and
devices.

Page 2: Internet Explorer (Windows 7 /8 /8.1 /10)

Page 3: Firefox (Windows 7 /8 /8.1 /10/ OS X)

Page 4: iOS (iPhone / iPad / iPod Touch)

Page 5: Android (Ice Cream Sandwich / Jelly Bean / KitKat / Lollipop / Marshmallow, Nougat,

Oreo)
Page 6: OS X
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Internet Explorer (Windows 7 /8 / 8.1/ 10)

Open Internet Explorer and navigate to https://vle.st-thomasmore.southend.sch.uk

Click Install certificate in the BYOD Wireless Network section on the homepage

Click Open

Do you want to open or save ca-cert.cer (2,12 KB] from st-thomasmore.southend.sch.uk?

Open Save | ¥ Cancel

1. Click Install Certificate...

# | Certificate X

General Detsis  Certification Path

§ Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer )
« Ensures the ideniity of a remote computer
« Ensures software came from softuware publisher
« Protects software from alteration after publication
« Allows data to be signed with the current tme
« All ssuance policies v

Issued to: smoothwal.st-thomasmere.southend.sch.uk

Issued by: smoothwal.st-thomasmore.southend.sch.uk

Valid from 02/06/2016 to 02/05/2013

Install Certificate... | | [ssuer Statement

2. Click Next
3. Choose Local Machine*
(*Windows 10 only)

4, Select Place all certificates in
the following store
5. Click Browse

£¢ Certificate Impart Wizard

‘Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust fists, and certificate revocation
lists from your disk to 3 certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
‘and contains information used to protect data or to establish secure netwark
connections. A certificate store s the system area where certificates are kept.

Store Location
() Current User
@ Local Machine

To continue, dick Next.

€ L# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certficate store, or you can specify a location for
the certificate,

O Automatically select the certificate store based an the type of certificate
(@) Place all certificates in the following store.

Certficate store:
[ Trusted Root Certificaton Authorities Browse.

o

6. Select Trusted Root
Certification Authorities
7. Click OK

8. Click Next

9. Click Finish

Select Certificate Store X

Select the certificate store you want to use.

| Personal ~
_| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

I lintriotad Cartifiratae

£ >

[15how physical stores

Cancel

* Windows 10 pictured

4 I¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Automatically select the certficate store based on the type of certificate
@ Place al certificates in the folowing store

Certificate store:
[Trusted Root Certiication uthorities

| [Coromser. |

2 | Page



https://vle.st-thomasmore.southend.sch.uk/

USER GUIDE — BYOD Wireless Network Certificate Installation V1.3

Firefox (Windows 7 /8 /8.1 /10 / Mac OS X)

Open Firefox and navigate to https://vle.st-thomasmore.southend.sch.uk
Click Install certificate in the BYOD Wireless Network section on the homepage

1. Select Trust this CA to identify websites.
2. Click OK

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).
Do you want to trust "smoocthwall.st-thomasmere.scuthend.sch.uk” for the fellowing purposes?
A Trust this CA to identify web sites,

[ Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

s

* Firefox 62.0.3 pictured
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iOS (iPhone / iPad / iPod Touch)

Open Safari and navigate to https://vle.st-thomasmore.southend.sch.uk

Click Install certificate in the BYOD Wireless Network section on the homepage

1. Click Install

2. Enter your PIN
3. Click Install

4. Click Done

Q safari ! T 13:22 80% W)

Cancel Install Profile Install

smoothwall.st-thomasmore.sout...

Signed by  smoothwall.st-thomasmore.southend.sch.uk
Not Verified

Contains Certificate

Mare Details

@ safari sl = 13:24

Enter Passcode

Enter your passcode

OO 0000

80% mm )

Cancel

@ Safari atl = 13:23 80% [ )/

Profile Installed Done

smoothwall.st-thomasmore.sout...

Signed by smoothwall.st-thomasmore.southend.sch.uk
Verified v

Contains Certificate

More Details

* j0S 12.0.1 pictured
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Android 4.0+ (Ice Cream Sandwich / Jelly Bean / KitKat / Lollipop / Marshmallow / Nougat and Oreo)

Open Chrome and navigate to https://vle.st-thomasmore.southend.sch.uk
Click Install certificate in the BYOD Wireless Network section on the homepage

1. Give the certifcate a name
Eg: School Wireless
2. Click OK

Name the certificate

Certificate name:

Credential use:
VPN and apps v

The package contains:
one CA certificate

CANCEL 0K

AN - -_— =

Android Certificate Installation Compatibility
Compatible Not Compatible

Android 4.0-4.0.4 Ice Cream Sandwich Android 1.5 Cupcake
Android 4.1-4.3.1 Jelly Bean Android 1.6 Donut
Android 4.4-4.4.4 KitKat Android 2.0-2.1 Eclair
Android 5.0-5.1.1 Lollipop Android 2.2-2.2.3 Froyo
Android 6.0 Marshmallow Android 2.3-2.3.7 Gingerbread
Android 7 Nougat Android 3.0-3.2.6 Honeycomb
Android 8.0.0 Oreo

*Android 8.0 Oreo pictured

5 | Page


https://vle.st-thomasmore.southend.sch.uk/

USER GUIDE — BYOD Wireless Network Certificate Installation V1.3

0s X

Open Safari and navigate to https://vle.st-thomasmore.southend.sch.uk

Click Install certificate in the BYOD Wireless Network section on the homepage

1. Open the downloaded certificate from
Keychain Access
2. Navigate to System

3. Open Smoothwall.st-thomasmore.southend.sch.uk
certificate

CED) Kaychain Access

ﬁ Cliek to uriick the Systam keyenain. Q
- smeothwall.st-themasmore.southend.sch.uk
Roat cortizata autharity
- r 9 a1 10:48:31 Britizh Summer Tne

Hame: ind Date Mocfed pires Keychain

@ smosthwal st-ihormasmare.southend.schuk - 2402018311048 System

Keychains

I System Roots

Gategary

A Alhems

v Passwords
Sacure Notes

] My Certificates

T Keys

[ certificates.

smoothwall.st-thomasmore.southend.sch.uk

> Trust
¥ Details

st-th

1ore.southend.sch.uk

Root certificate authority

Subject Name

Expires: Sunday, 2 June 20192 at 10:48:31 British Summer Time
€ This root certificate is not trusted

i Name fal .st-tt
Organization St Thomas More High School

Locality Westcliff
State/Province Essex
Country GB

ssuer Name

.southend.sch.uk

Cu Name .st-tt

.southend.sch.uk

Organization St Thomas More High School

Locality Westcliff
State/Province Essex
Country GB

Serial Number 14648608911866201

Version 3

4. Expand Trust

5. Select Always Trust from the top drop down menu

6. Click Close

0 e smoothwall.st-thomasmeore.southend.sch.uk
vt smoothwall.st-thomasmore.southend.sch.uk
e | Root certificate authority
.| Expires: Sunday, 2 June 2018 at 10:48:31 British Summer Time
€3 This root certificate is not trusted
¥ Trust

‘When using this certificate: | Use System Defaults ?

Secure Sockets Layer (S5L) | no value specified
Secure Mail {S/MIME) | no value specified

Extensible Authentication (EAP) | no value specitied

IP Security (IPsec) | no value specified
Code Signing | no value specified

Time Stamping | no value specified

ololo] ool o] of

X.508 Basic Policy | no value specified

i

1ore.southend.sch.uk

Root certificate authority

Expires: Sunday, 2 June 2019 at 10:48:31 British Summer Time

@ This root certificate is not trusted

¥ Trust

When using this certificate:

Secure Sockets Layer (SSL)
Secure Mail (S/MIME)

Extensible Authentication (EAP)

IP Security (IPsec)
Cede Signing
Time Stamping

X.509 Basic Policy

Always Trust

Always Trust
Always Trust
Always Trust
Always Trust
Always Trust
Always Trust

Always Trust

smoothwall.st-thomasmore.southend.sch.uk

ool ofolol ol o}

¥ Details ¥ Details
Sut t Name Su ct Name
Cx Name st-th .southend.sch.uk C Name st-tt .southend.sch.uk
Organization St Thomas More High School Organization St Thomas More High School
Locality Westcliff Locality Westcliff
Py ! s Seas % s

*0S High Sierra 10.13.3
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